isk is defined in two dimen

ns: uncertainty
and effect on objectives. It is common to
use the terms 'probability’ and ‘impact’ to
describe these two dimensions, and assessing the
significance of any given risk means considering
both. Out of these two, which do you think is more
difficult to estimate?

It is relatively simple to assess the potential
effect that a risk might have on the objectives of
a particular project or business, since this merely
requires defining the situation after the risk has
occurred, and then imagining what might transpire:
'If this risk actually happened, then what would
the effect be?' Probability is not so easy, however.
Risk practitioners, management and project teams
alike, experience repeated difficulty in assessing the
probability that a given risk might occur. There are a
number of reasons for this.

Terminology. In English, different words
are often used interchangeably to describe
the uncertainty dimension of a risk, such as
‘probability’, ‘frequency’, ‘likelihood" or ‘chance’
In fact, these do not mean the same thing, and
confusion can arise if the terms are misused.
For example ‘frequency’ describes how often
an event or set of circumstances is expected
to occur based on previous experience, either
in a period of time (eg, once per year) or in a
number of trials (eg, seven times out of ten). So,
frequency really applies to repeatable events.
This is not the same as 'probability’, which is
a statistical term describing how likely a single
uncertain event or set of circumstances is to
occur. One solution is to use a more general
term such as 'likelihood’, and recognise two
variants called ‘probability’ (for single events)
and 'frequency’ (for repeatable events).
Format. The uncertainty dimension of a risk
can be expressed in several ways, including
both numerical and textual formats, such as:
35%, 'once per month', 2:7, ‘unlikely’, ‘one in
six times', 10, ‘low probability’, 0.2, and so
on. Most people have problems interpreting
and handling different numerical formats, and
even the textual phrases can mean different
things. This problem can best be overcome
by education, as well as using a set of agreed
definitions which everyone understands.

Subjectivity. Assessment of probability

requires forming an opinion about a future
event, or set of circumstances, which have
not yet happened. Different people will take
different views about the future, and there is
no 'single right answer' since the future has
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possible. Sources of bias should
also be understood and corrected
where possible.
Lack of data. Some risks have never been
experienced before, especially those relating
to the unique aspects of projects. In other
cases, even though a risk might have been
encountered previously, there may be no
record of its existence due to absence of a
learning mechanism (such as a knowledge base
or checklist). As a result, there is no body of
evidence to assist in estimating the probability
of occurrence of these novel risks. Addressing
these shortfalls requires acknowledging that
some areas lack relevant previous experience, as
well as implementing an effective lessons-to-
be-learned process (eg, a post-project review).
One of the most interesting aspects of this problem
is the language of probability. There are many
English words which could be used to describe
how likely something is to occur, and one might
imagine that this rich lexicon could help us to be
clear. Unfortunately, a recent Risk Doctor research
project’ revealed that people attach very different
meanings to commonly used phrases such as rare,
unlikely, possible or probable.

The results are summarised in Figure 1, which
shows wide variations; for example, 'possible’ can
be interpreted as anything from 29-58%, and
‘likely' is taken to mean 50-68%. Even ‘impossible’
was used to describe events with 5-11% chance of
happening, while 'definite’ meant considerably less
than 100% (77-84%).

So there is no doubt that dealing with probability
is difficult. But we need to work at this because we
cannot properly prioritise risks without considering
how likely they are to actually happen. This matters
for two main reasons:

Faulty probability assessment means risks will be
wrongly prioritised, leading to a failure to focus on
the most significant risks, selection of inappropriate
responses, inability to manage risks effectively, and

Figure 1: How people understand common terms

loss of confidence in the risk process.

Sound assessment of risk probability improves
the understanding of each risk, allowing appropriate
prioritisation, better response selection, enhanced
risk-management effectiveness, and more reliable
achievement of project and business objectives.

We need to understand the problems associated
with assessing probability, and take action to
by
terminology and formats, identifying and managing

address the concerns, using appropriate

sources of bias, learning lessons to improve the
effectiveness of the probability assessment process,
and monitoring risk management performance to
determine the accuracy of assessed risk probability.
Properly assessing probability is an essential step in
the risk process and it needs to be done with care if
the results are to be of any use.

" Hillson D. A. (2005) ‘Describing probability: The limitations
of natural language! Paper presented at PMI Global
Congress 2005 EMEA, Edinburgh Scotland, 25 May 2005.
Available for download from the Publications/General-
Papers area of www.risk-doctor.com.
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