rmal risk management

techniques can be applied

to most projects, but this
case study illustrates how it
was used for a defence pro-
gramme to assist decision
making. The aim is not to
reveal specific details of the
case study, but to aid under-
standing of the risk process.

The project was the devel-
opment of a Management
Information System (MIS) to
support a first-of-class subma-
rine. The MIS was planned to
replace an existing manual
system, which used several
standalone computerised and
paper-based tools. The aim
was to reduce the overhead of
maintaining management in-
formation, to increase effi-
ciency, and enhance flexibility.

The proposed MIS was to
perform four functions:

AMS: Management of AR&M
data (Availability, Reliability &
Maintainability)

CMS: Management of change
data (Configuration Manage-
ment)

DMS: Management of defect
data

TLC: Management of
Through Life Costing data

Potential problems in-
cluded:

{a) MIS development was to
be subcontracted to a com-
pany whose offices were
remote from the client and
end-user.

{b) Separate development
teams were allocated to each
function, with one function
being further subcontracted to
a specialist company.

{c) The development pro-

10

RISK ANALYSIS
—

MISSION
POSSIBLE

Dr David Hillson assesses the benefits and drawbacks of risk analysis.

gramme contained a high
degree of parallelism.

{d} The detailed develop--

ment strategy was not agreed,
with debate between the part-
ners over use of SSADM
methodology as opposed to
use of CASE tools.

e} The end-user customer
had several levels of manage-
ment, all of which had differ-
ent requirements from the
MIS, and whose requirements
were in some cases mutually
exclusive.

{f) Funding was limited, and
pressure was being placed to
provide maxi-
mum functional-
ity for minimum

“An assessment
of risk exposure

First there was a compara-
tive qualitative risk assess-
ment of the two options - to
develop a full MIS or to retain
the existing system. Secondly,
a timescale risk analysis on
the full MIS development pro-
gramme would determine
realistic and  achievable
timescales. Lastly, risk reduc-
tion measures would be identi-
fied for the preferred option,
to ensure residual risk was
minimised.

The risk assessment phase
started with risk identification,
conducted using question-
naires and inter-
views to extract
detail on those

outlay. s issues identified.

g} The MoD is merely A checklist en-
customer  also a snapshot sured complete
required the final  of the project at  coverage of po-
MIS solution to the time of tential risk areas.
be capable of act- ' Having
ing as a prototype the assessment gathered detailed
for the new IT descriptions  for
strategy, known as NLISS all identified risks, including
(Naval Logistic Information assessments of probability of
System Strategy). occurrence, severity  of

{h) MIS functionality was
required to be delivered in two
stages to meet milestones
related to the submarine pro-
gramme but which were “not
mandatory”.

Given this large degree of
uncertainty, a risk assessment
was appropriate. The objective
was to determine whether the
risks inherent in developing a
fully automated MIS were so
great as to outweigh the poten-
tial benefits, and to assess this
against the “do nothing”
option of retaining the existing
manual system.

impact, and trigger conditions,
the project team was asked to
identify risk reduction mea-
sures aimed at either reducing
the probability of the risk
occurring or minimising its
impact. They were also
required to identify fallback
plans if the risk reduction mea-
sures were ineffective.

Data was recorded in a risk
database, using the HVR-CSL
proprietary product REMIS
(Risk Evaluation Management
Information System). This was
used to produce a Project Risk
Register, reporting the find-

ings of the qualitative risk
assessment.

Risks were prioritised using
a scoring system based on
probability (P) and severity of
impact (I).

The quantitative risk analy-
sis phase began with develop-
ment of a risk network based
on the agreed project plan,
with identified milestones
against which project
timescale risk could be evalu-
ated. An important step was to
map identified risk issues into
this risk network, to allow esti-
mates of duration to be condi-
tioned by those risk issues
raised during the risk assess-
ment phase, At this point, esti-
mates of duration were
obtained from the project
team for each activity in the
risk network, giving Opti-
mistic (Low), Most Likely, and
Pessimistic (High) values.

Monte Carlo simulations
were run using the RISK tool,
with sensitivity analyses to
reveal key drivers in the pro-
gramme.

Qualitative risk assessment
results

The qualitative risk assess-
ment phase produced the
results given in Table 1.

The risk assessment also
identified the “Top 10" risk
issues threatening the project
for each of the two options.

It should be noted that P-I
Scores were derived from
qualitative assessments of
probability and impacts on 5
point scales ranging from
“very low” to “very high”.
Each point on each scale has
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an associated value in the
range 0 to 1, from which the
P-I score is obtained as the
product of the corresponding
values. Each risk issue has
three P-I scores, one for each
of time, cost and performance.

The qualitative risk assess-
ment indicated that the full
MIS development option con-
tained less timescale risk than
the “do nothing” option, that
there was a similar degree of
cost risk, and significant per-
formance risk associated with
the “do nothing” option.

It was therefore recom-
mended that the development
of a full MIS should proceed.
This . preliminary conclusion
was tested by quantitative risk
analysis of the full MIS devel-
opment option to determine
whether the required pro-
gramme timescales could be
achieved.

Quantitative risk analysis
results

Risk analysis evaluated the
likelihood of the Full MIS pro-
gramme meeting key mile-
stones in the programme, and
identified activities likely to
become critical during devel-
opment.

S-curves showing the prob-
ability of meeting target dates
for the two identified mile-
stones are given in Figure 2.
For each milestone, the figure
shows three S-curves, repre-
senting different states of
dependency (full, none and
partial). Partial dependency is
used to illustrate the most
likely outcomes. The results
derived from this figure and
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FIG 1. INTEGRATED RISK PROCESS
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Table 1: Qualitative risk assessment results

Full MIS development “Do nothing” option
Number of active risks 24 14
Severity of risks (P score)
Time 2.38 290
Cost 2.50 2.39
Performance 1.31 3.32
Types of risk Performance (29%) Performance (50%)

Complexity (13%)

Requirement (13%)

subsequent analysis are given
in Table 2.

The risk analysis indicated
that the Full MIS Develop-
ment programme contained
unacceptable timescale risk.
Recommendations made to
allow this option to be selected
while maintaining a realistic
chance of achieving key pro-
ject objectives included:;
® Requesting a programme
extension to allow phased
delivery of functionality at
later times than those origi-
nally required.

@ Applying a reduced version
of SSADM (requiring less
work in Stage 3), depending

on use of CASE tools to pro-
vide the same degree of assur-
ance and control.

® Consider undertaking
pre-contract work in high risk
areas, to reduce risk in the
development phase.

® Determine whether high
criticality activities can be per-
formed more efficiently.

Risk management phase
Several key changes were
made to the project strategy.
This is the point of the process
— if results are not used to
inform decision making and
cause intelligent changes in
direction when required, then

the exercise is a waste of time,
effort and money.

Planned project start was
delayed three months to allow
a full reassessment of the full

MIS development pro-
gramme.
A limited amount of

pre-contract development was
agreed, to be funded by the
customer, with the aim of
reducing risk in specified
areas.

The concept of rapid proto-
typing was introduced to
ensure ultimate acceptability
to the customer.

Delivery of the full MIS was
decoupled from the previous
“firm” milestones within the
submarine programme, thus
allowing more flexibility in
programming the end of the
full MIS development phase.

A simpler contracting strat-
egy was devised and agreed.
The proposal to reduce the
requirement for full Stage 3
SSADM was agreed.

With the implementation of
these steps, it was decided
that the risk of developing a
full MIS would be acceptable,
and the contract was finally
placed on that basis.

Evaluation

There are clear benefits to
be gained from formal risk
management, but there are
also traps.
Benefits. Positive effects of
implementing a formal and
structured risk process can be
summarised as “The seven
Cs™ :
1. Communication. This is per-
haps the major benefit of the
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risk process. It provides a
framework for identifying and
discussing project issues in a
neutral blame-free environ-
ment, with the emphasis on
positive action rather than
recrimination.

2. Common understanding. The
risk process brings the whole
project team together with a
single purpose, and permits
members to gain a wider view
of the project.

3. Consensus. Having estab-
lished a common understand-
ing of the aims and objectives,
the risk process assists the
team in agreeing the way to
proceed on the key issues.-

4. Consideration of real issues.
Formal risk assessment and
analysis can identify issues
which can seriously threaten
project success. Attention and
effort can then be focused on
these key issues.

5. Comparison of alternatives.
All projects contain decision
points when  alternative
courses of action are available.
Risk assessment and analysis
allows the relative opportuni-
ties and threats to be evalu-
ated and compared on a
common basis.

6. Contingency justification.
Many managers apply blanket

12

contingency levels with no bet-
ter basis than “gut feel” which
can result in over or
under-provision. Risk analysis
can identify and quantify the
amount of  contingency
required to give an acceptable
confidence level.

7. Credibility. Use of an inde-
pendent, objective and unbi-
ased risk process adds weight
to the decisions made by the
project team, and provides the
customer and senior

be evaluated and interpreted.
There is a danger that results
will be accepted uncritically,
leading to decisions being
made without a real under-
standing.
“Leave it to the experts”. Use of
specialist staff can introduce
the danger of viewing risk
management as the responsi-
bility of the risk specialists,
rather than as an integral part
of the project management
task. The risk process

good risk management, or
; I FWA: poor risk identification? If a
| : project is completed under
- budget, how much of the
- under-spend can be attributed
: to the results of risk reduction
: measures, and what propor-
: tion was due to poor initial esti-
: mating?
These are questions that
: risk practitioners are grap-
= pling with, as they try to quan-
= :
= : Table 2 : Quantitative risk analysis results
= : Chance of meeting milestones
E i Milestone 1
3 (Ready For Deployment) 35%
: Milestone 2
: (Fleet Weapons Acceptance) < 5%
H Potential overrun
: Milestone 1 2 months
: Milestone 2 4% months
: Criticality DMS/AMS 90%
; ; MS/TLC 10%
. « = =~ Independent
: = === Partial
¢ : - = = = Globally dependent tify their contribution to
0 T T T T T T pDL(;_Lect success.
T > ] 3 AN <l =S nce programmes
@%;Q \»ﬁp 2 tg\@ @‘@? > e 2 The defence industry is
1994 1995 leading the field in developing
FIG. 2 [ " Source: HVR Consulting Services Lid risk management techniques.
Defence are

programmes
inherently high-risk, involving
innovative development work,
often software-intensive or
real-time, usually high cost,
and often with stringent
safety-critical and security
requirements.

As a result, the UK MoD
has made risk assessment
mandatory on all its projects.

The chief scientific advisor
has issued guidelines requir-
ing MoD project managers to
assess and manage risk, and
funding submissions for Trea-

management with “Results  must be owned by the sury approval must include
confidence. of the project team. formal risk assessment.
There are potential risk “Best before” date. An However, use of formal risk
dangers in applying assessment of risk management techniques will
the risk process which ~ PFOCESS  exposure is merely a benefit all project managers
project managers will snapshot of the project wanting to improve their
must guard against: only be at the time of the chances of achieving project
GIGO - Garbage In/ assessment. Circum- objectives. All projects involve
Gospel Out. This has @5 8000  gpanceschangerapidly a degree of risk, and the suc-
two components: as the and results and recom- cessful project manager will
First, results of the jnformation mendations must be be the one who identifies and
risk process will only lied” acted upon to be effec- manages that uncertainty
be as good as the suppiie tive. The risk report most effectively.
information supplied. Risk cannot be shelved without

practitioners must verify the
input to the risk process, and
identify and eliminate bias as
far as possible. Project objec-
tives should be clearly
defined, and assumptions
recorded and agreed.
Secondly, output from the
formal risk process must still

quickly be-coming useless.

Measuring effectiveness. It is
difficult to measure and
demonstrate whether the risk
process is being effective,
since it is dealing with issues
that are intrinsically uncertain.
If risks that were identified fail
to materialise, was that due to

David Hillson is principal con-
sultant with HVR Consulting
Services responsible for the
company’s Risk Group. Dy Hill-
son is secretary of the Associa-
tion of Project Managers
Specific Interest Group on Risk.
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